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EZZAHRA ACADEMY

STUDERTS To sTRRERTS  Uiting

1ard computing nesounces | netveork: serers- SoEge- 3jpps-serdaes jese nyth ing from ap plcations to data centers overthe imemetona pay
for e sk
fshared pool of configurable computing msounces (MISTY « retworks | storage, sere s, ap s and serios
Hypendsors ole :an open souce Vi monitor enab e muliple 05 to run alongside each othersharing the same physical computing resouces and separate Vs logicaly
assigningeach a shane of computing power memo ey and storage
Cioud benetis that lowerrksk & r Entenprisas : payas you go , the speed with which apps can be up and nnning on thee clboud

Cramcterstis :

ion demand seffsewioe - get aoes s to coud esouroes wsing a simg e interk oo witho ut inteacting with the serdice provider
Broad netsn fk acess : cloud comgputing resouces @n e acoessed remotely wia Bptops, phoes @hblets  worksations -
Raso ure oo fing : comguting msources can sera mubiphe e and dynamcaly &sgned to ousiomers

Fapid elasticity : msournes ane elastcally o siconed

ez ured senvice you only @y forwhat you used |g@y as you go)

Do ployment madels :

Publt : many wsers on the same diowd hardwae wiho don't cwn the resources |vater, elecinicity, gas) and offers economies of scale and highly relab k. Risiing securnity,
wed for b clougp.

Privata : single usage forthe organ e ation, cwned and maraged by the ocwnerof the infrs truetune jorg orc o proside . VC s a pub cloud offering thatalbws the

O niza tion toes & biish it own private clowd, it povides the benefis of the pub doud without open and staned phtorm dsadvantages, commonly used o inMegate daa
fromiex u‘hrg_:pps_.'h::-lhlrllﬁn build and imowe apps anypaihene, mone s eoune.

Hybrid : gies the organ e ation the freedomand fksibilty to choose whic b chowd d egloymaent suits which of theirfeatues and apgs. Ineropeable scabbie and porta bie
e twien cioud serdice providers , wed forSs8s.

Hybrid monochud :one clowd providerofiers both pub and pov serioes.

Hybrid multhcload = uses multiple pub clowd sereoes Srom diff enent providers to leseage the best features of each sendce.

Hybrid composite multcloud - multiple pub clbwls and optional prvate coud.

Srvice modak

WAS|kasinga @r) : getacoess winfastneiue and physical comgute , networkand storage resounces thatthe wer hass gnifcant contolon , pay asyou go , T admins
dewelopee)

Conoerms - bokof tans@rency and dependency on a 3rd @y for workioad a4 ibbility and perk manoe .

PAAS|mnfinga @y kss ime@action with the inf@structure, staed mainenanoe respomsibilty, gay & you go, ey, devogs teams)

Concarme - information security threats by diepending on the s enice provid ers infrastructune, cistomeins bekoontoloverthe provider’s cihanges

SAAS (taud): ow userconto |, maimemance nespons biity of the provider, suls oription , forend-wesand business wams )

Conoerms : dat owmnershipand 5:1.:1-||__3|1 party maimairs bueimess critcaldata, needs good infernet connecton .

Modes of storage :
Fla Block and Object : ohject & the most oomamon mode, & & highly dstibuied and resilent

AZ : avaib bikty 2ones  each 2one has is own poswer, cooling and etworking nesounss

Couddats onder = a huge wan howse contining clowd infe@structune such as serers , networicing eq uipments and otter physical ook

Soage : e metalsenmesand Vs ane provisoned with defaul storage on the b id ke howewer they cn e deleted by o omers and thus the loss of dat but the
cusiomer@n prec ke the impofane of this data | how Bstamd often he acoesses itso that data cn e Eeosted using othe rdata storage options | stoage mod e )

Mo tworking infrastructure : includes routers, switches _. some ane wirbualieed wsing & F lead ing to easier proviscning conf guationand management.

Mo tworkingsenvers : need tao interioes 1o be condguned . Pebie inleripors that connect the seraers tothe publc intermet. Privele intefiooe s provide oo nnectisty 1o our
ot b resource s and o g them s acune .

Mo tworking pecavtions : setting security grougs and ACL @coess contnod I65),VLAKS , VFCs, VIFRs... 1o configune wihich network traffic and wers @n have aooess to our
o ources. A bo hardware applances like FW, load kebnoers, GWs | taffc aakees -

ODKs: = conten tdie e ring e tvorks green by cbud providies makes wers acoess to the content fasier woid wide by geiting itolos erto them

Wirtua lztion

Bemefits : costsavings dur o multiple wirb@lenyon one peoe of nfEstuctune, aglity speed due o easy povsioning, kowers downtime by e by mowing sms foimione HY
o another when a hostis down.

Hypandso s : 3 piece of softwane that rure above the physicl sawer, they pull the resources fromthe phy senerand allocte theminto ourvirbm | eméEnonmae
Typer 1 hypewiso rane metal hypendso rs) - directly irstaled above the ghy serer most secune and wsed

Type I hypewsor|hosted ) : them's a byerof host O between the HY and the host such as orck s ibos.

Types of Vs -

Shamd fipu biic cio ud Vs - pe-defined storge, hourk seconds and monthiy billing

. Transignt or spot Vs :tale advanage of ums edcag@city in acbw dat\ cenfer which kower s s but can be recbimed by the clowd provider at amy time this losing

thizse Vikis but good for festing and devapps and running highpedonmance comgu ting woddoads at low oosts

. Fasgrved wirualsarmr istanes : esene @pacity and guEaanee escunces foriubune depbymens and choosing the d uration
. Dedicated hosts :single fmant Eokition, only my Vids @n run on 3 gien host so they @n exchske e of resources and c@pacity, spec iy the data cemterand the pod |

kot forima controlover vwo idoad and wEed formeeting comglance and regulaton neguin mens
Eare metal sener :Ea single terant phey s eraer, the OF manages the serderup o the 05 and d it goes down the OF wiill T itand nelboot the sener, peconfig by CPF or
oistom-configas per o omerspecidictons jprocessors, RS M rd drves, /06 _ ), the clent @n irstall his cwn 05 and new HY, fales onger time 1o provision sinoe thay ane
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(‘* nsie, only ofiered by some OF, ded cated to bing termies, good alenmatke inthe o bud dor ape that reguine highs eounity oontnl
=)

N’I‘

—_———

I
IS

Coniaimers - ewe unit of softwane inwhich apps code & packaged so thatthe apps can b run aregshe e ideskiopyc budy traditicnmaiim), smallfasiand podable and do not
meed io include 3 guest 06 on eweny istanoe, they use less esources, they ane lightweght and consume fower esounoes than Vi | Mac hines

Claud s 1o rage

The fasterthe eadfwnie speed the highorthe per giga byie st

Directattached : kocal storage |, fst, stores waaily seners 05, Mot great forwses other than 05 stomge oz B empomny jastsas kongas the comguie resouce &
attached to), can' e shaed with othernodes and ot resilient o Gilune

File storage: WA jmtworkile storage) , the stoages ae conmected 1o comgute nodes via ethemet netwo i, shower than diectatached and block siomge be the data
travek wia an ethernet network, mone secur data, more resilient to Qilune, bwer cost thanboth of them, @n be wed on multseres ornod es 3t once which i good for
oomamon workcads | wsed forworidbads whare oonsistent high spped & not g ined, the higherthe 0P (I0 opertons prse oond ) whieh s the speed at which the disis
@n read fwrite data valbue the fxwer the speed of urde riying disk the higher the cost.

Biocks o age : ithreaks fiks ivo biocls of data and stoes each bbcksepaately under 3 unigue ad dress, secune dat, read,fwrite s peed Gsterthan fie storage, higher
price, periect for worklcads that reed ow-Atenoy such as databas es, not suitable for shaed stomage betaean mukt serors, 10PS s ame as F5, mounted 0 a2 oomgute ode
wia highs peed fibre metwcrk, pesstence {the storage doesn’tvanish when the compute ode its relted tos termiated) howeverse @n setthe storage o beauio
dilleded wirth the comguie node itwas inked to. Talking s najjehots that ae a point in time wrng,cn‘l'd'u:s'nmg,c |backup B and F5) , theyare fast o ceate , don't reguine
dicnntime and ecord only changes to data, @nnot e wed to recoserind widua i files.

Objectstomge : accessed via an AFlinstead of comguie nodes , the cheapes T, skowest, infinie insiee, wes buckes o store data they e like a folder thatha meadata
v ing the Ibcation of data and the bst aoess, cannot plbce bucke s within bukes, don'tmeed to provd e any siinginfo o itwill jist hold the dat and the senioe
prosrd erwill ersune thatthene’ sufficent stoage @ @oity asailable, add data skowly orguickly and shrink down as neede d, buckes ane &5 gred depending on the

es lierce kevek (dat stoned in one geographicl ko tion when high aaibbilty & notreguied f data sioed mul times in different datacemes costs mone with high
avalilabi ity . Use cases ane bt aud owidoo filkes 10T dat W img bokp files data archives and any sttic data whore fast read \wride speed & not reoessany, notsuitable for
runining 05 , databases orarything thatchanges. Effective solution ok bp d saster ecoweny.

Objectsioage datatiers : siradew therbucket & wihone we stone obpects that ae g uenily accessed has highast perggabyie oost |, sl ovchive er s whoe once or
e per mounth accessed data s stoned with by storage oost, ool wowd hiee stomes d ata that s acoessed once or twice 2 yearooss a faction of US cent por GB per
mouinth and its etniesaltakes hours and costs a ko, outomaehic erchiwing rwdes when an object Bn't accessed foran amount of time it willawio mosed o a cheager sioage
tier, ohject storage does not comae with I0FS o piio rs, nots uible for apps with {5t aooess to files.

Dbjectstomage data AP +53 comgatible &P1which means des @n oreate code thatwill workagainst multigle sendos obpct storge soltions | albvws aps to m@ge
ohject storage and bucbets & wellas GET and PUT ohjects to and from them

COM : dstribwied servermetwork that delhe s oopies of welsie content to wes ksed on thizirgeo kbcation, | redues the diestanoe between the wisitors and the we beide
seirer which mades the websie faster and eduoes the oad coming 1o the serer and increased seourity 2 data & retresed from the ODK.

Emergent coud trends

Hyhiid malticloud : & when different sersices ae coming fromdifferent OF . Ls e casesane cloud scaling on a global lesel by wing hybrid architecture, composiie dloud |, data
and &1, modernizaton, present ook inioa specif £ o the wendor's phitiom and having flesibility .o moswe workica ds fomone cowd plhdonmio another as the meed rees.
Micro sendices - single app composed of multiple coupled and smallerc omgo nents orserces they commun cate with each ancther with &F1 owe nts treaming and msg.
broders. & pp componen® cn e updated and developed by mukiple deselb pe s working inde pendenthy, inde peind et sca ling.

Lka c@ses : dev beakdown bge apgs intos mall@nts independently working on each of them, containes ane the delsey method formcnosen es orcodes wheever
they need o go and H a comainer & not working it willbe replaoed with 2nother one witho vt disrupting how the restof the applunctions, these con@iners find each other
by sendioe aVenowesy wehiich oreate 3 roadima i for imic o 1o comamun Eate wing AP land the ood e dicesn't have to = wntten fromscatoh. The miones erice appnoach helis
diew gpu £y deselop apps in p@raikl and busines ses keep up and gow with theircstomers.

Drveriess mmputing : A8 clowd fenchibns, 4 WS Lombde, Acrosoft Aave funchio ne tofficads responsbility forscaling sched uling gatching and provk o ning manage ment
sl 1ol P allowing d ov to foois on dew and testing. reguires no prove oning of seners and rurs oode on-d emand, paying or wed resources niot die @@ty

Lka cases : Data and event pooessing, 10T, moosendaes and mo bile bacbend s. 5 ho f-wnning statelks s functions , seasonal workdoads |, produ tion solumetnic dat,

vl g et ot 3 udio img wids and event-msed processing ane besifis fors erierkss.

Cloud native apps - app develsped 1o vwork onlyin the clowd e nmaint

Lka cases : everything that les in the coud should lave a doudnative app

Dawl s = collb boatke approach whene bisiness cwners, deselopes, opeation and gualitg &5 uanoe sa ke oldes ol boae o delser a s ofteane.

Da%0 s solutions to cloud’s mmplesitias - avtomated provision ingand irstalation, oontinus s integration and depleyment pipelines, define how pipl work ogethar and
oolla borate, testin low oost prodiuc tion lile emio nments, Bstereocoseny firomdsasies.

#Application Modemization hels oganzations acce brate theirdigial tamsfomation, ke advantage of new echnologies and sewices, and beco me mom
ms o s ive 1o changing mafedymmics. Cloud computing s one of the ke'y emables of apploation modesmizston.
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i 1 = i e s cloud Do s

] inmotion, ey management, scan conainerimages beione deployment, e acoess conto| metwork prote ction.
=TT rand threas, turn these insghts into actionab e imeligence and remedate
EZZAHRA ACADEMY i1 tuonmse vk
STUDEWTS TO STUDEHTS
gimans :they &sistthe whole softwane devilfecycl paniting: tes ting - ma in & ining) in ad dition 1o app frontand acend. They need to fave

tec hinica | skilk: (da ta structunes-distributed sysiems 05 algorith ms- experenoe with dagbases. web app dev Bnguages), business imowledge and experience with atleast
orr of the majar COF

s Cloud integration speciadsts : integrate newclbud serdioes apgs and inf@ with exgting systems and serioes

s Chuddat engineers : inegrate new data management techno bges and sof teane enginee ring took: into exsting infra, oo/la bo @ ting with data scentits o create
predictive modet and prook of conceps (P OCs)

s Cloudsecurityenginess : protect onganizgation’s systems and app data J0WA), detemmdne secunity eguiemaens, pln implementand testsecurly systems, recommend
innca the technologies to entance security of the clowd ased erdo nmenis, indepthienowledge of clow pltio ms and s ervices and Dedd s ook

s Cloud Dowd s engimans : ool borie with dev and ops feams o ceate elable ard @pd relese updaes forsoftsan, oeating ostomaomation took, tackdesign
lrugs and auto mating this pooess fordey, monitor secunity 5y59ems, conta ine re ation experise.

s Chwdsolutions archiects : tashie besiness reguiemens into app anchieciue and design, indepth kbnowledge of clowd platiorms and services, softwae design patienns,

Desdps too b, networking, seourity oonoe pis.
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